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l. Introduction

Aim of these guidelines

( *C4$ % B A & C A E
6 A B> A B A B 6 E C
A A 6 AC A A A A( A
B A EB A A A A ;
C B B AB B AA A * CE A C TA AY B
6 B A A A C A  E
H 6 AB A A A B E C AA
(
( A A E A A A $ C,;A E A A B
A C A A A B A ; (
E 8 6 CA A A AA A E 8 8C A
6 B ( A E
B 66 ACA E A (
( A A AC  BA A A E C A
AA 6 $ 0& A B B G B 6 C AA (
A A AB A A B A EA A B 6 ;
EA C B G ;A EA B 6 AY(
( 6 A B A B E F AR
6 6 A A 6 A3 A A A B H
A C AA 6 E A ( A A
B A ABA 8 A C A 6 E C AA A
6 E C B AC B ( THET and the consultant accept no

liability for incidents occurring as a result of use or non-use of these materials and contents.

( C A E & C GE C A A E (8 ; 6
A A B 6 A A E; ATA A
A A A A A A C 6 A BA
A ( F B A A G A BA  (
( 6 C A C A A B ABA B
AC AG E CE B A D A B C A
6 A A A A BA A BA 1 A
E ( A B A CE § A 6 E E
E C A X B E BAA A E A (
( Key Principles of Risk Management > ** 6B E A A A E; A
E EBRBG 6 A A A A



Factors
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« Culture —
chapter 7
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Responsibilities
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RISK ASSESSMENT

Threat, vulnerability & risk analysis
Chapters 1 & 2

Specific Threats: Chapter 12

}

SECURITY PLANNING
Chapters 5 and 12
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1. Risk

/(/ > A A A GA C A A A AB 6 6
| AA B 3 6 C B B I B 3 6 C B A
A BA GA AN o8 GA C I CA 8B :
AA M E A A A A A A AEA G A A
A C [ C ) 6 A A A 6 §
E A A A C(
/( * CAA A A B G A G 6 A A CA A A
A AB? A 6 C AB : 1 C YA A 66
AB « : ABB B 6 EA 6 A C
A E A AB B B; A AR CA AB A A A A N
BB A A A C A AC E E 3 FB C
A ( A A A A A AB A ; A A A
F A A A (* CA A A B BA 6 A F
C; Al > A A E C A A A 6 A AEA (
What is Risk?
/(9 A *CE 6 A E A AC C(
/(? threat A AB A A A A ) A I AGG; B G;
A A T A A A A ( A A BA N 4 A
B A (
/() Vulnerabilit F E AGGA A GA A A : A :
A F : B <A A A A A G GA (
/3* C A 6 A EA ( A AG 6 A
A A A A AR A 5 AB (
/-*C F E E A B AB A
* CJ AFOBS AB
*Cl J A:F Ak FOB A3 : AK l
/( E A 86 B A B E AB C(
"6 E A AGG A E A AB AA B A B F
8C B 6 A< CA B A A A
E A A AA A ) . EE B A E
A BA (



2. Risk Assessment

V4 C A, GE A Al BC B 6 E?B
AGG A B ( A CA ABE A
A B ALE C ;A EBA A B ( E A
A 6 A F A B F A < A > H AB
AA A CA B A A A I

How to assess risk

(* CA A A M b 6 5C3 A EBGA ;E
6 A 33 C MK EBA 3 A
A A A A A MOA A A A
A ( A3 A E BA8 A 8 A AEBA A
A A (6 G CA 3 b (2 A
M A E CA E A 6 (1A
AB A GA E C G CA ,
A 6 A A ABA B (



RESPONSIBILITIES for risk assessment

This may change from organisation to organisation, however the following example is typical

Board — 1A A AR B 6 C AA E B A 6 F
6 A A A A A A AB G C(
Chief Executive - 6 F A AR B G AB C AA A
A A BA A GO C AA 6 A B A ;
A A " A G AB A AA
A BA  ( 6 B 66 B A ; B A EB A
6 B A B 6 F (
Director of Finance and Information Governance - - 6# A A 6 A % A
B A B 6 AA A B A B A 66 A A C
A A (
Medical Director and Director of Modernisation and Nursing - L] Ap - A - 6
1 A A A b A B 6 AA A B A
B A 6B A C AA A 8 A A
Director of Corporate Services - " 6 A $ A b A B 6
A A A B A B A 6 A C AA AA A A
B G B A A A 6 wC= (
All Directors - B ~© A E A A C AB 5 AG E B
6 B ; ;A B ;A AB A 06 CA
AC (
Managers- B TA A b E BB 6* EB B G AC CA (
A A B 6 A A B ] ]
A B 6 A F 6 c(- E B8 A8 B G
A AB 6 ;A A ANAM A A C A A AW A A
A CA B L *C* (
The Governance Committee - % A B 1A G|
N AR C AA A A A BA
N B ABA A C AA A
N A G A CA A
N A E 6 A E A AA 6 C
N B © A AAB 6 E AA 6 CA @
At EA 6 C(
N E wC= A A A 66 AA 6 C
N A AC A A A ;o ARG BA A BA ;0
A * CIAA $
N A BA E B8 A ; A A ; B ; ; B A
B
N C AA A A A A BA (




©9* C YA A A A A A M3 OB S AA A c
1A A 3 A C AA 5A
. F F 5A A A ( A
A b A A BA AA AB C 6 CA
A A A A A A b A A
AA C C 1A ABA A AB(1N A
A AN OAG A A AEA 6 CA EA A F A AB
A E M
(? % C AA y 4 5
/( + A A A A 3 6 C4
( 5 A M C  GA ;B 6 A E ¢
CA
9( AC AA A OA M 3 0 C> A b A
E . % A C AA G e A
A A
2 AC A A 0 ¢
) A E A BA B A :oB A AC E A
6 A A A 6 I A
3( GA A A B4 mA
(% 4 6 AGSA AC 3 E 3 A B A
($ 4 6 A 6 A A &+
($ 6 A E A C A 6 A C
A 'E  EB 6 AA B 3K
/ 6 G A6  CA C AA (
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Acceptable Threshold of Risk

AB B 6 C B B G CA A A AB A AB
E A B A A A ( EB A 0 6 A A 6
A A A EBA A G A AR AGG ( EA B CA
A A A A ABT C; EB AC  ((
A A A F A (6 BC B GA
A A A GA A A
A A 6B H A E ® A
AC A A > AB(
* C AG 6 AA 8 A B G A A A
AB B (" GG A A EB A 66 A AB B 6 C(
A BA $ C | EA B E At A CA A A
AB C G AGG A A AB B B A A
A 66 A 6 D AB G AGG
AA A AB G A A E Bo( $ AA
6B A 6 6 C |1 E AB A 6 C(
| EA A ' E BA A A B
6 A AB CA A A A C G AGG
A A AA B G CA A C |1 BCEA AB
(
5 Step Risk Assessment
/( List existing threats: 6 A A A A A B AGG
E 8 A( + EB G A A A A 6
;6 A A X F 6 X A
FA (
( Further assess existing threats: B CA A ' E A
E A A X A G H B ; A A
A ,
9( Assess vulnerability: 6 Al A B A A C
A A A ( + P AC 5Q A BA F A E
AA GA AbA 6A  CI,R
?( Adopt appropriate risk management strategies, policies and procedures: A 6
GA A AC B A% A A F (
)( Assess whether the remaining level of risk is acceptable: * C E GA AR
AB BG ; A A C AB F A (
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5 Steps to conducting a risk assessment, worked example

A A 6 5 B A (
A ; 6 B o ( (B ABAF @ < B A ,
E B AG6 A B b, EBR A E A A,
B AGG ,
IAC 8 BCB A A EB®B GAB AG( A B 5
. b EB
e A A A B AR QA BA C R
. A E B
. Ch
2 M B CA AB A GA A( A B 5
e EA A 8
. ACG A A A C
. AC A B4 AB A
. A A B . A A E A <E A A
A A H CB
6 A BC B A A A AC A A 0A ABA ABB  B;
A © Ab BE A OA A A A EB A ,
6 5 A AC A EBRG B 86 C AA A ,
6 B > B A A C A A € A ,
Vulnerability Analysis
OO0OB AB BC B 6 A A A A ;A
AGG; ; A A M A A A ( "06
A A A A ERB A 66 B AB (A 6 GA AGG
B A B 6 E A A A A ( #A AGG B A B A
B 5
. A 56 AGA I
e F SE A ;A E A ;A A A F !
e OM 6 I
. GA SEAE C A B A E I
o * A SE A A Fi;A EA
BA ,
c % @ 0 A A @*A 5 A A A AC B AB
A A B B A !
. 6 A A A A BA 6 A% E
A I
o $AG Ay CBB I
. EA 6 8 A B A8 P A E A A B A B (
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1 AB A A G 6 CA A F(

3. Contextual Assessment
9/ GE A B A6 B A E C A E ' E
A A A ( A B E 6 BA 6 @
B A A E A EBA A 6 A A ARG
A A
9( AB  context assessment. Assessing the context A A 6 A
A AB A 6 B AB AB; A B A AC 6 A
A BA ( A B 5
. A Db AR AB; X A AA; BA A B A
<
- * A A GA A o8 A B AA A
A
. GA A 8 A
o * A E
. B ABA AB A A
9(9 FA EB B C E A E A B A
E C ;A EBRA 6 A A E risk assessment( ( A 6
context assessment B E E A A 6 C A C
I 6 A A6 6 6 AGK( B ABG A 6BE
A 6 A B A 6 Ab; A A A A TA
FA 6 6 A A |
9(? A AB context assessment A AB A A X A A
A 63 E A situational assessment; A8 E B (
90 situational assessment B context assessment; A A B AC 6 E
A A B ( A A A AB E I A
A A A (
9(3 ABA A A A AA B 5
e Relationship Analysis: E 6 BA A A A
A AA A
e Political Analysish * BA E A EA A ABA B§-AA P A
A6 E ( AA BA E E A
AB A, A A ,
e Profile of Crime: A G AB A ; A F A A Al A
A
e Conflict and Violence Mapping: 1 A A M A A GA (B
A AA A A 6 B ;A B (
9(-$ 6 6 A 6 F ABA A E A ( CBE A A
A 6 6 A > A (
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A
' CEC A
<

0t s EEE(G ( (C

e *JF GA T B A AA E C A (
e *BGE 5 EEE( 3 GE (
. B 5 EEE(A (
9 1 EB 6 6 C AA C( A B A B B AR AGG
AEA GE A A (
Relations with the local population
* BA E B AB BA A A B A GAB 6 F AB
6 A (% BA A AB G 6B A T A6 (> BA
E §A G ABB 6 A A E A B G AB 7 AB A
A B E CE BA 6 A F A AEA A
AG ' E A B A B A Ab AGH
A A AB A E CA F 6 A AB A
6 A AC E A A A 68 A B ( A
A EA &€ (% 6 B EA A 5
e * A A E AGG A G A A A
e * A E § ABA 6 G A
e 0 B B AEA G Al E ;A AEA © Al A G B (
A A A A A 6 AGG
B A AB A i E A GA A A A 6
A AC
. A A A A ' E
. A A A A A 6 A E
A A
o *A B AB A B B ABA A 0
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Relations with other organisations

NE B AR A A A A ( % BA E
A A A AA B A ;6 6B E A5
. 6 A > A 5 A A A 6 A A 6
B; A A BA 6 > BA 6 A ; B
; B A A BA A A E A A
. A BGB A 6 B A (
e $ A A A E B8 A A A A BGB
A A D6 FA B;AA E C A GA A
e 3 A A A A A b AB G ;B A ' E
B 6 6 GAB A AA A A
A %" A BA A A A E BA
( .A A A ;6 A B A (
6 H 66 A Ceo A
A A 06 (
A & A BA A Ap B AA (
A A 6 AB AC AABA B A 6 ;A A A A B
6 A 6 6 B 64 A (
Travel Preparations
9( A > BA ;EB AC B ( A AC EA ©
C( % BA EB 8 A B AN E
Briefing
9(/ 6 B A AGG A 6 A A A DA AB
C( 6 A 6 F At E E B EB
A A | 6 B A A BA G B A A A
E 6 A A6 6 A A A AC GA > >GA
6
9(// G 6 6 A > A A A B Fo(
Basic Travel Preparation
o/ C A /? AB, - E A-A A
A A B A A A AG B AEC
A A 6A 6 AG (
B B 5
. A G A A
. A 6 C AC
. A AB

15




e I A A A AB

e 1 A
. ? A D E A A
AC A E A 6 AB A B F 6C AB (
9(/9 AB A 5 AB A A A A A B
B 5
A A 'E AB AA ABA BAC A (|
A B.BA: B ABB CB AB A AR 6 > A A A A
A
1 ARG A B § A B GA > F
A A : B 6 B A C A AB AC Il : 8B
A G (( 3 6 A A <
A A E [ A 3 BA 6 Al
OA A 1 & E A AC A A A G I
A B 6 A 0 C A D A B
B A E A A E A DA A B A 6 B §
A B I
1 A A 6 A o8 BA i A B (
o/?2 A AB A A A A > A 3 6 H 6
A A E EB E ( A B A A A A A
A B AA AG B (
9(/) AR > A A A B GBE ; A
AEA CE C A A A AR A BA : A
E B 6 GAB il A A A A C E
B G A GCBE A A ABA 6 A (
4. Professional, Insurance & Legal Issues
Insurance
2/ A A AC A A CGAE 3§ 6
A( A A GA A A: A C 8 838 CAEA A
A A | CEAC 6 Al A 66 & 1 A
( C B E 1A " A E A AB
H A E E®& A AB ( A A
A 6 1 A 1 C A 11 <EEE(_A(_(CE A AB
R'; A c
Travel Insurance
2 B A A EB A E QE BE R A 8§ A A A
AC A A A E A A A A AR C
CE B E A B A R A 6 A BA A A BC B
AGG [ ( C > A A A Aj A A E A A E
E B B G 6 A A 6 A A8 A | B AC



6 A 6 A ;6 C A A A A A

A A 06 AC A% Ab.b E AB A B ( A
A AAA G BG A GA , AB BEB
C EFALE A AB 6 AB: < AGG LA A GA
AGG A AGG ; E A A0 G A AC (
29 A A A B A E A, B b
A A ; A F , EA A BA A A AA AB B
A A B E C A A A A A %
SOEEE( A (6 E A AA A , AA A A
A A (
2(?$ AT A A% A B A B D A ABB
B C #UA CE A C 6 FB AA( #TA A A
A B BA A A E A A A Ab A ,
A A B, AC (
74 C AC b G A A 6 6 A c1t (
6 6 , BA A -)) 9 9A A A
6 A E > (
# A 6 E A AAKAS GA> 6 1T E (

20 $A A % A B A B A 6 :AAS A G
A < A A AR 6 AEC C A A A AB(
C B8 ;A A AA A ( A A G G
A 8 A E A A BA B 6 E A A ME A
B AR A A A E C ( E 6 A B %"
E C A ABA B 6 A A
SEEEE( A (068 ( @3) )S21S+* S %''S$A S //? S A S A (6
6 CA A A-C AAE A B; A
E AC A A A B A AE A F B
BFA B($S A + AA A A A CA ABB B 6
CBk A A A A 6 A |

Professional Liability & Indemnity:

Vicarious liability

?(3 AY A A F &+ A A A B A B BAB G
A 6A B 6 C AC 6 A B (
A B EBE ($A® B ; 6 ; 8 GA A
A B A A A BA B A B C
A A 6 BA &+; 6 AC E AA
G (
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2= $ A% A AB 6 E C AC E : < $ :<E
E A A A G B
A A 6 E C AC A (

Professional Indemnity cover

2 A A A B A A 6 6 A
A A A A HA (* A A AB A
E BE A FB & A AAANK>G GB A * (6
;o BA CE R 6 A ARG @ A BA B <A A
B CE B A 6 A A @ A g LS |

Registration

2 B 0 E EB AC A Al A A
6 A A A A A ABT A 3
/ &+ F B A > A A A A A B A

6 AB A AB A (
A/ 1 6 A EB 6 6 A 6 6
A E ; E 8 A ( A A6 AA A A
E BE 6 A 6 A A A 3 (. 6 A A
b6 A H 6 A A
A E B8 A A:(( 6 Ab B (
A7 " A EB A A A H
E BA 6 E E C(8 A &+ A
BAEG B A E A A A A @ A (%t A &+
E A Ab 6 A A : AB E SEEE( >
CL_@«$ BAB; %I 6 A AC 6 6 AE A
E C &+ LI A A A &+ A E
E A AB 6 A A 6 EG
A ;o1 A A ( E C A 6 A B A
A OA F 6 H T E A C A |
A A G A H 6 6 A A ( #
6 E ;A SEEE( > C( @6 6 6 A
A/ # &+: GA A B A <
A 3 A E %Y (
Pensions
/9 # E C $E A $ A EJ EC 0 AA
B A B A A
( B A A 6 A A A
AC C(6 A AC ; 06
B 6 AC( A/ ABB A B A
A A6 A A/ : = AB A (
B A F E 6 $ A G$A ¢ AC
E C AG A A ( A B EC A A BT
B(# 6 Ab; A $ A 5
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A1? &+ % A A AT/9 G EA
A E B B E 0% A 1 O3B
A A : B ; A MS & 5 S
B A A A A 0%« 6 EB A
H A <6 A B A B E C
AB &t B I AG A A A
A TA /7 A BA E A ? (#
06 A ABA B # P 60%$""7 E 5
SMOEEE( ( (CO B [(GAHG (A
5. Security planning
)/ E® A A A LA
A A GA G A
A E B A BA
A ( BOA b B
A B E ABA A AB(
Y BB C8 A CA A BA
Cs A ; A BC3 E A A (
A A b, AGG A B
A A A A 6 A BA B
$ 6 A A3 Fo(
6 A A A 6 E E GA BA;
A A BA (
6. Incident Reporting
Prevention
3(/ . A ( A A F A
A AG 6 P A B
A A GB BA ( A B
A 5
e 1 A A AEA 6
e 1 EBRB 6 ; BA 6 A A A
o« M A 6 B A
e " AC C AA AGA 16 G- A
. B
Reaction
3( GA A A A Al

19

AGG

%

6
110

B
%<



Reporting incidents

309 6 A A A A ( 6B B G
A A 6 ; A Ab A A A BA A A

A A A 6 A ; A B I AA 0 A C

6 GA A A B (
3(? A A 6 A B AH CA 66 A
( A6 A A A AR E A A AC B>
A ( A A A A GA A AA AN
BAB 6 BG G F A 6 H A AN (F

G GA A (
30 A 6 5

* Immediate incident report; A A B

A ;G A (A B A A AB
I
* Follow-up incident report; 6 A A A B (
6 A A A 6 Al

* Postincident report; B AG ( E (
3(3 A A G AG A immediate or follow-up incidentreport A G B E 5

e Who?DE A A ,

e When?DE A ,

e Where?DE A )

*  What has happened?
* What have you done about it?
*  What help do you need?

3(- 6 AR G A E A A B C A
D ((Q R QA A IRD A GE A A (2 A A
A E C E P A E A A A it 6 6
6 A ;A BA B (

3( follow-up incident report ¢ 8 E AR A 6 A A A X

A 6 A A AB A A A AB E(
3(  post incident report A b E A 6 A 6 B

B ;A AA B G 6B €

B C A 9 A B CBE 6 A5

o # B ABA 6

. EA B

o *A 6 A AC

. BA 6

. 6 A GA CAB 6 AGG; A A 6 A AB

B A A
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‘Near miss’ incidents

3 6 A 7 5 AEA (6 A =
AG A3 ( A A AE AC
. E 6 A A A (
3/ 6 A1 A EB Ho A A BB
b ASEA I A A BA

Analysis of incidents and adjustment of procedures

3/ 6 A ; B A A A A AGG B C
E A A B BA ( # FA B, B AGG
Al ,$ BAA B A ,$ 8
B ,$ P OBE A AC B B
BA A G AGO B ,
3(/9 * 6 ABB @ AG B C ;A AN 6
A 6 B B A A ( A AB A
B A A A A, A A , A A

3(/? A6 AN A AC A B
7 Cultural differences
-(/ 6 B:6 B: B A AR A B A G
E B A A B E A E C (
ABQ B AB R A A AQ 6 RE
E A F> 6 b AB B (
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Cultural Sensitivity
¢ Communicate respect 6 B¢ A AGEE 6 A
B A ( A A A, B ABA ABGA A
(# AB ; A > A A (
* Be non-judgemental > A A 66 B A 6
BA (
e Tolerate ambiguity >§ A A A ; G B 6 AB
6 A 6 A BT A (= TA E ;
B CG FBAA G GA 1 A A A 66 (
* Be tolerant 6 B 7 DA 6B A A Q 6
R A A ; A (
¢ Be flexible and patient > A Q REBR B A A (1
A A EBR BA A AA A (
e + EE A >understand your own culture A E 6 BA (
8. Relations with Partners/Host Organisations
(/ CA A AA 8 E C BA E § AA A A A
A A (1 E C A A A ( # A AGG ABB
6 B i E AGA A E A A A
AGGB A (% ; BA E AGG A A A
E 6 A 6 B ;G AB ;6 A
( A 6 BGB B A Ap X A 6 & A (&«
6 A E B AT & AABAS 1 C TA M EB B T &EB
A A A A B C A 0A B B A
B 6 A ( AA Ab BA 6 ¥ & A ABA B H (
9 A A A 6 C A 7 C A A T B
E 6 T & $A A A A AB
E C B A 6 A (. AC A AC
A A AEA A A A A A A B ABA A ABBAE
A A AR ($AG 6 A A B G A B
H ABA E A A E AB A 6 ;
A A (
(? . A 6 A A b BC E A E (
A A A A B A 6 6 A ( & 6



A MO A E B B i E F
A A
Host Organisation rules & regulations
A 6 A A A A A 6 A ;A vice versa(
G A A B BA E A A AG A (
$ AGG; E A B 0 A E A A A A; B
A GA BAE A B E A B A A A
A A A ( A 5 A $$ A
A A A T CA B A B ; A AB
6B E G E A A (| A A T B A
; B A ( B A A A A A A A
G © ; EB B H A G BA
E AGS A A% G A A
9. Personal Conduct
/ B E B A B E B 6 B
6 A A C( E®BA C; B F
A (
(2 EB A A2 A; EA A A
66 AB A 6 A A A A EB A (
& A AB A X (6 ; B A B E A X A G
AA A GA
e 2 AB A A AR C(
. Al A A AGB( A3 6
e T B AB F AR BA E A A
(
e IEAC F B B A A EB C
9 B AR §C ; A BGBG AGG A A
BA F i E A E A B A
A ($ 6 A A A 568 B b (
10. Health and Hygiene
/ (/ BB AGG E C B B ABB
GAAB G A AA Al . B B C B A AC A G
A A A A A
/(2 A E AB A 1§ A AB A A A AB FA A 6
A( A A A B A A E ;A B
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A A 6 GAB  BA AB B B 6 (
AB b B E A
/98B C A A B AC H ABG AB A AR A A
AAAAE E A A A CGA BAA A 6 A (
/ (? Ch A A B F(
# 6 A AABAB G 5
J B A A A S A A A BA A A
EEE[E (0
J bG8 A B A 6 A E 6 & A M A $ ;A
EEEC G A B8 (C> A BA B V F
* Travellers’ Health: How to stay healthy abroad; A ® " * A CAE
e The Traveller’s Good Health Guide; A G - AC ( A A A A
E C A BA A F A ( B 6 A
AA A ;A A 6 B c (
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11. Stress

What is Stress

//(/3 A 6 A A A A A A : X A <
H ( A AB A E 865
A ;B BA ;EAC ; A ; AC A BA

//( B A 6 X B F A A A AA

Ac A CB E ¥

Types of stress
e 1A 5 A A A 6 B; 6 A B GA
F 6 66 GA (
. BA 51 8 BEBE A A B GA A 6 AB F ABGA (
A B A ; E C ;A B A ;A B A ©
A
. A A 5 A A A A F A B
' E A B A A A B
AR B AR ; AR A 6 A ;A C GAA AG 3
G BB (
//7(9 " 66 AGG A E 6 ; A 6 B AB AB 06 (
GA B A A AGG ( TAA B E CA 3 A A A

EA A A 6

//(? Ch A 6 A AB A B Fo(

Treating stress

/7)) A EBA A (" 6 B A A

6 B A EB A C « A GA A : C B E
A6 6 B G A A A A A E BA AB A
b5
. AC AC E 66 ( A F E A
6§ (*A A A ( BA AE A E A A (#
6 E 1§ 6 6 A A E C A (. b E
AC, ;6 FA § A E 6 ;
. AB 06 AC 6 > E G
E C B8 (3 68 A A A T E A 6 B A
B 6 8 GBA A ;A A A 6 A (
. A A A A B GA B A B 6
. A B CAG B 5 A E B AC F ;6 H ;
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o+ AC E BA B A A A B A
. 6 A E 3 ; A ; 6 B G
ME (( E CA A B A A E
;A8 (
. A B E A
e 6 06 A A B E C C AB A
12. Specific Threats
/ (/ 6 B A E 6 A E A A C
o8 ( A A A A 6 6 A A B
CA ( A A G A A
N E A A ( N AA 6 A BA FiA A
MG A A B A ( A A AC
AC A o8 A A A B A C A
A C ( A E B
A E C H |
Travel & Transport
/(0 B8 A A 6 A 6 I A A
$AG A A B AA C GA A
A A B ( B A A A AG C; AGG
B C AG A GA A A ( B A
A A E A AG; 6 A AB AB GA  AG
GA BA A A GA BA ( A A B AG A
B G ( E®B 3 C A B A AE
E A A A A B ;A A A C E AGG
A A A CB( G CB A BA A B A F
Crime (theft, robbery, burglary, assault, etc).
/ (9 AC A A ( FA A 6 A C
B A B B 6 CA (
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Confronted with acts of crime, general points to be considered:

« TA A ABE G8; A BAB A E C I

* $ CA 6 B AB I

L A > A BA G A A I

. EAIC AB g B A A A N

e T AEA 6 A : A B A (E A E N

Particularly when under threat of theft, (armed) robbery, burglary, attack, assault (mugging,
hold-ups) it is advised to:

. A A A 6 ; A AEA AB A

. BAEA EA IEB ; («

e A B B A BA> ; GA Il

e 0 AB c E @ A A Bl

e 0 B ; A A A 6 6 @ I

. B BA B

LI | B B;A 6 B ABEA E AB AB I

e T BA H @A A A Bl

* + 6 6 A 6 AGG < A ;6

Al

e "0 B 0 A A G EGA Al

- $A B E A ; A A B b E A
A

. C A A A A AA F
A A 6B E (
- AE EB C U
.« A 3 [
.« A MEA A A D C6 8 A A A
E C |
e % C E AB i

Harassment & Sexual Violence

/ (? AA 6 A A A 6 A M A E
EA ( AA A AW A A
EA A (
/0 AA ) EA I T A A ( 3
AC C> A% ;66 1C A A [
6 6 OAA A POAA MA A A
6 (
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Sexual Violence

/ B$FA B A > A FAA G A ( B 6 A
FB§ 8 F A A ( H 6 FA B A A C
A AA | 6 F AB B ABB F E A
BA A A AEA 6 EA ( C A AA Ab E protect
and preserve life, A A B A ($FMm 3 A AGG
AE  (# A © A ; AG ($F M
B E B AB A H 6 E (GA B A B A E A AGG AA
B (
/ (-$FA B A F B A; E : oA
6 3B A AB A A CA ( A G A C B A

& (

. A A ABA AA A A C E 5 M ABA
B AB (
. BOA AB CAA: AJE A AC
A A E A A QA (
. AE 1t E A A A A (
« AC A E B A A D B: A 6 E:HA 6 A
AGG; 6 A ( A A B (

. A 6 A E <
. A G 6
. A 6 F D AAC 3 A A A ;
E E ; } A EA b y: F E
5 H E (
. 1 6 (
. x 1 E A

Surviving Sexual Violence

Ap B E ; C B A 6 B (
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Post Incident Measures

e $ C A AB A
J B 6 (<G E ;<A B A (
J AB A 0 A 8 M BA
J AN D 6 b,
 $A 6 6 A A > survivor
confidentiality.
Hostility (crowds, mob violence, looting, demos)
/ ( BA B A A AR ; A C
A A | 6 A AG6 E B E
A A B A A EBAE A E A E
6 E > E B ; A B b
A A A E® A F;A B A A A A A
ABB A (
/ ( 6B E A A A B E F
5
e * AN A A
e F A A A A
. A 6 A A
« $ CA 6 B A A 0A
. BA E A A E A F
. A B E A A
« * 0 B A <A A B (
. A E A A A A A Ab B C A
e 6 A b E 6 ; B C 8 E E A A GB
AEA
e« TA A A 6 G A B
e " A, ABA; E A
. A G E
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Arrest & Detention

/ (/ A T A E BA A A A A 8 A ;
GE C; A 6 A A A E A A (
6 A A A 6 6 E C A
A A CA F MC EB A EBA
A A A ; A G JA (
Detention
$AGA C B GA AB ( A BG ;
A8 B A 6 BA ( A A B 6 6 AG E
AB (" A A C B A 6B (
Arrest
$ AGG A A ; AB E A A ; Q A R(
B AR A B ; B >E AB I AB A (

How to avoid Arrest and Detention

C CA A
. A BA E § AIA

. A ABB A A A A AB AGG A B
H

e 1 AEA E A A A ABG

; AB G A

. B AB A A A
o * B ABBAE A
. A A C
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If Arrested/Detained

e "M A A A CABAE ;G A

. 6 *A AC A ; GA A

. 6 & E A A

. 6 F 6+ 6 BA H CB

Danger of mines, unexploded (improvised) ordnance and booby-traps

/ (// BA B AB : A A A G FB A
A A B A GA G (6 6 CA :
A A A A A 6B E AGG( AC A C
E : F B : < A A > A | AB
A A E 6BA (
/ (/ A A BCB A : F3 < A A > A
A A | A AB 6 A E B C3C A
(1 EA A BA G >E A 6 A 6 (
A E CA ;A AAA A > A (6 6
B A G B AC : G B A 6 MA A A A E
A ( A A 06 B AABAB A A A A C
A : A 6 E » AC(
13 Resources
/9(/ GRE A 636 6 C AA A A A

A A E A A5

Operational Security Management in Violent Environments; + AA OA 1A A ( A AB

6 AA G > A A A (: C M C E
A %.* :6 6% . A * E B Humanitarian
Practice Network.)

Mainstreaming the Organisational Management of Safety and Security; + AA OA 1A A |
/;0A 1AA T6HB B %.* EA B ( %.* AB G B> ;
QYA A RG A A A A B (

& 5Landmine and UXO Safety Handbook
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14. Annexes: Templates, Forms and Checklists

/2 F A AA A A *CA $ 1A A 6 C

Risk Assessment

FIAA  G# b AGS
QAA @ AR B ;B AB A 6 A A (1 A A
AA G A o AE M E A A 6
A3 BCH 6 A ( A G A EB AA

6 b 0BG C(# ABAA E A GA COW: A X A < A
A E A AC S G A A CA

A A EA (

32



Risk Assessment Template

B 6 ABI 6 &+
A "A S B 5
*CUHl A #A
# AB ACA E A G A Coe)yw: A X ABb < A A E A AC B B DG A A
A A ( CE A B (
Hazard (Threat) with notes Impact Probability P Risk = Mitigation Measures Mitigated
1:/>)< )< Pxl risk

Probability & Impact
E /
L] 9
)

NB: This form should be updated in case of new information established after arrival, for any changes in the security environment, and.in
the case of a change in original travel arrangements requiring additional travel to other towns/regions.




Risk Assessment Checklist

Ck A A C6 A | A E BA A
A A C AA BA G AR A E C AGA (EB
Threats
AA Al A
*A C A 68 AR
*A C A 6 A B
Vulnerabilities
AA B A} 6 | @ AGG,
E A B A B
Risk
A A ABB B G CG o,
A A ASb C,
C AA BA A A HA ,
Programme
A A EB | A B AB A
E A C BA E A
A ,
E AC C ABA A
A A A ,
B AGG AC G 8B B A A
B 0 BA AGG A A ,
B AG B fE C E GA A A
Policies
AA B 6 C AA , A HA ,
" B *# A < 6
A A A B E 38 A
E C @ B A
A A H B B ,
A A ,
Preparation and Planning
BB 6 H A B @ A A B A DG
A HA ,
B AGG AAGB 0F BA-,
AA A A A E BA -,
I A 6 A B
Communications
AA 6 A , A HA ,
A A 6 A ,
A , AA
08 EGE EBE ((
A H 0 6 A A B,

A

(

A,



Travel Briefing Checklist

Security briefing
6 F4 C B AR ACG A ; 5

. A 6 Al Al
. GA 6B ;6GA § A
. G A 6 A A A A BA I
. E A A BA A A I
3 A 6 BC B 6 Al
e $ A A AA BA Bl
. AB A A A I
. CB G A B (

Orientation

A A GA 5
. B A § ABBAE N
. 6 B I
e A 6 A A I
LI A 6 A A A A I
e & 6 8 A H B b AB B ;
A E A AR
e 0 B
LI | A A A I
. A BC ; A ; B; AB GA B b A
AB «
Documentation & Equipment
6B E A B 0 B 5
. A A A CAA E C A Al BA
A A Bl

. A BBA - K A AB <l
e *( I
. 6 A A A A A A I
. E A% B A A ; I
e I 3 ;A A A

35




Pre departure travel checklist

A B 6B E G A AA
A BA A 6 ;B # A §
A B.IA B ; A B
A A A A C
6 (( B 16 A
A A AA 1§ B>
F 6C ;A AB AB
A A E A §
OA A AC A A 6 :$
SMEEE(E (@ @ 1] F( K
> ARA AB A AC
SMEEE(E (0 @ 1] F( K
#B A A C
0 A
A B 6 A C A
B A E A A A
A B
AC
6 6 AB A
6 AB A 0
1 A A 6 A
A A G A A A AC

36
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Suggested contents of a project/country specific security plan

Introduction
# AR ; A B A Introduction E
e Date and author — A C EE A E EA
e Purpose of the document D BAA A GA
o $ D. B; H U B
A AbY( E 6§ 7 [
e Intended users — A A BA G N
e Use of the document— E : § E >
A A A X A A G A6 E
Background documents
*  Purpose — ABB 6 I
* Context assessment — E A AS A A

Threat/vulnerability/risk assessment

Threat/vulnerability/risk assessment — A o8 A

Analysis summary — A A G ;B BA A

Standard Operating Procedures ; A
A A<

A B A A A5s
e _A 6 A

° A ANMN

YYYYYYY

Contingency Plans (reactive measures — WHEN THE WORST HAPPENS)

LA | A

* SAL A

* $AGA AB

* $AG A AA

° ac A o A A
e A A A

e 1 A

° AA @*8 A 0 A

* YYYYYYY

37
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Support Documents .resources to make it happen)

. B A ;B
. 6 A A A X A
e 6 6 ; AB;
A A A A B
e IA A A B 7 A ;AG B
. B 68 ;
e $A A G e.g. incident report forms
o A ; A
° A Ab

38



Emergency Procedures Post Security Incident

CB A B A A B 6B E X E®
B 6 A (
% #
$ A AA B BG>A A I
%A 6 A
A, , , , , E,: * dl

$ 6 6 A
* A 6 66 AB; A A B AB B,

6 $ 0$ OP: MG A 6B E E i

A A [

A AC Il
A GBE A AC Il

39



Post Incident Reporting Form

B AG A EBA A A AN ( A 6B

Report :

POST INCIDENT REPORT (PIR)
(All persons involved in the incident should complete one PIR each)

Type of incident IE: Traffic Accident/Ambush/Robbery etc:

Continue on separate sheet if required. You may find it useful in some cases to additionally draw a
diagrammatic representation.

Actions taken, Decisions made and by Whom.

Any immediate follow up action taken and any long term recommendations

40




Incident mapped and analysed. Yes/No

Name and position of person completing PIR.

NOTES AND HAND DRAWN MAP OF INCIDENT AREA:

41




Incident List

B A A AC 4 AG ( 6 A AN A > C A A B C(
A b , A b EA A A0 b,
5 A EA A @ 6 , $ 5 A A 6,
" Y A A , A S A EA BG A A,
Ab A EA A,

SYYYYYYY((*  5YYYYYYYYYY(

Date/Time Location Target Incident Source Description Impact Threat




Cultural Issues checklist

Time
" 66 6 A A
. E A Q
6 <,
Space
A A A A
. A Q 6 AJR
. A A Q AR
B IE A A B
Physical contact
. AB A A Al ,
C . AC A, B
. A A 6
e " A A A
Communication
A G A 6 BA
6 A A G A 6 B
. A 6 A G
. E A A
E 8 ,<(
Body language
A : <
. A A AB
A A6
. A A
. E E
. E A
Dress
. A A E A
A AQ B B, "
. A A 6

43
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Gender

A E 7 A BA B E CB ;A A 6 A B
. AR EA ¢E C,
. EEB AGG B A AAE C E ;A E C,:((
6 A AE A; A A A AAQ A AB R¢(
. A 6A A BA .- ((A A«
Age
EA A A A ( A A A ;
A FIA E A B 06 B
. A A A G A A ,
. 66 EA ¢ A E 66 A,
Emotions
. A A EA E ,
. E B A A ,
. AG B A B,
Relationships
. A Q6 ,R A,
. E A A BA A E C,
. A B 6 AB Ac E C,
. A A A EA F A BA ,
Respect & politeness
. B E A E,
. A A A B 6 B A ,
Religion
. B A A> > A 86, A 8 ]
. E B Ac E C A ,
. EE® B A E CA A ,
Authority and status
A A A EBAG E E CE A EA A E CE
(
. E A A A ,
. E Q R E B o (( A A AB A A |
. EA QG R E B o ((A F A 6 <

44



. BAD
Decision making
EB BA A EA
. EA AC
. A A
. E B E
Loyalty and trust
B 66 A
B EB A ;A E 8 AGG

Attitude to nature and work

Law

45

A A
AL ((R AT
A A
A A A
A
A A6

A QAERA E A

B

A

E C

A

A
(RIQG%

BA

A

A
E B

BA

A

((

=

RIQ A

E

BA

B

R

EA
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Health precautions checklist

. TMAA A A M, A AE MAA A C(YMAA A CHA
¢ ( AC A H (. A AA  AAA B 5
AB B A C A AG A :
A B A F AA GC
& A > A H 'V E B
1 A > H 5 OAB CB H b
# A > H AE E
AC A A MA A AF A 6
. OA A A (S A6 E
A GA GA A G A A (
« 06 HA A AA G} A MBGA B ( A AR AGA AEA
CE MGA B A T A 5 A (2 B M A A
M %t A AB (
« # AC 5 AAAS A B A BiA A A
AGG( A AG A C A A A A A C
A AH MG (
. . A A A o0 "% 3 5
ABA B G BA 5 OA 6 A
A A POFA A

In case of risk of exposure to HIV

DON’'T PANIC. C6 A M A EC B§E
A3 3Z 68 A b A B> (
A AAG I b A A EA (G

AEA 1A E A CEA |
E A C E 0 ( EBAB C E(G
3C 3 3 A A B
A A O ¢ A

e  Post Exposure Prophylaxis (PEP)
You may want to consider making these available for staff, or liaising with a
local medical provider that can supply these.
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Hygiene precautions

« 1A EA 5(68A EA AA ;68 EA A 36 )
AC AG G C

e + A A C GEA A GGAB 6 B

e + A C GEA GA  AB

. 6 A A 3

e« A A GH 3;A G A8

. C EA A 6 H BE:3 A AB

. c 'EA A B AAAC 1A

. - 6 & B

. A6 AB A A 3 EA 3 A EA

47



Stress Checklist

Causes of stress

B

A6 A b A :
. A
« " E G > E C
« ACGEA A ;
. 3
« A A
A E MG
. A
| A
. B
. > MG D
<A 6 A b A
Prevention of stress
$ A G AC AGE
« *M ECHM A EC
« BA G
« % ;A AA
. %A ; 6A A
« $ 6 ;8 AE G A
6 (
it (*4* AB B A AR
A AR A A A
A AB E A 6 A A
. M > ALE
« . A & A A
. A% A A b3 BF
HA A
« A bE OAA G
e 114 A 46
. F
. x . A A EA G
. HA A
e $

Signs of stress

48
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AIC

A

AGG;
> A
DA

Ab
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Checklist to mitigate risks of own transport

$A B E A AB
B 8 H E A A A H
0 8 C At
0 33 C AA 6 A 5 A A A ¢ G A
A A A AR 3 A
B A A A A 3 b (
- A IAE A A A A A A 6
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